Blockchain Security and Consensus Protocols
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Abstract: Blockchain, the technology behind Bitcoin, has emerged as a decentralized and
“secure by design” technology, enabling a wide range of applications across a broad range
of industries without relying on a central authority or assuming trust in individual players.
However, blockchain security largely depends on the underlying consensus protocol that
ensures the consistency of the many blockchain replicas. This talk will focus on the proof-
of-work (PoW) blockchain consensus protocols and examine several key blockchain
configuration options and their security properties and performance limits. We will show
how some factors, such as mining strategy and network connectivity, can impact
blockchain’s fundamental 50% threshold security assumption. Finally, we will introduce
two innovative blockchain applications in the domains of privacy protection and wireless
spectrum management.
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