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Abstract: The convergence of the physical and cyber worlds in the form of networked
systems capable of collaboratively sensing and interacting with the surrounding
environment has enabled a plethora of groundbreaking new applications including fully
autonomous driving and vehicular networks (vehicle-to-everything), unmanned aerial
vehicle (UAV) networks, VR/AR sensing, body area networks for health applications,
tactile/haptic Internet, and others. Critical to the safety, security, and privacy of these
applications are the authenticity, veracity, and integrity of the information that is used to
coordinate and command common actions. However, the complex integration of multi-
modal physical sensing, computation, and communication creates a particularly
challenging environment to safeguard. As prior research has revealed, traditional
information security methods fail to extend desired security properties to the physical
world. In this talk, we discuss a contextual trust paradigm where randomness drawn from
the surrounding environment is used as a common context to bind the digital identities
of the interacting entities with the measured physical properties. We use vehicular
networks as a running example and show how random context can be exploited to verify
vehicle platooning and prove location claims, in general.
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